Security Vulnerability Assessment

Deter, Detect, Delay, Respond
the elements for minimizing your operational risk.
A detailed SVA assists you to understand how best to do so.
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Security Vulnerability Assessment

The SVA methodology, when combined with our team of
seasoned professionals, is the best risk-reduction approach available.
In today’s business environment, any impdact to operations poses
wide ranging consequences. A proper SVA will help companies
understand their vulnerabilities and allow them to apply critical
resources to help mitigate those risks.

0SSl is pleased to offer a package service
providing Security Vulnerability Assessments
: and related consultancy services to clients
| - around the world. Our trained professionals
_ have the experience and knowledge to assist in
helplng our clients better understand and protect
st fac:llty and process risks, as part of their
ional safety management system.




The Security Vulnerability
Assessment

A Security Vulnerability Assessment (“SVA")
is the identification and analysis of facil-
ity and/or operational vulnerabilities and
threats. A systematic process, it analyses
high-risk scenarios, characterizes the threat,
and attempts to reduce the risk through the
application of effective countermeasures. A
quality SVA will determine the highest vul-
nerabilities, how successfully an adversary
could exploit these vulnerabilities, and the
resulting damage due to an attack. The cli-
ent can then utilize this to make a determi-
nation on how best to protect against these
attacks given the risk/reward scenarios.

Types of Facilities OSSI Covers

OSSl can provide SVAs for our clients across
many industries. Whether your company
ownsoilrefineriesinAfrica,miningoperations
in South America, construction projects in
Afghanistan or terminal operations in Eu-
rope, OSSI's tailored SVA teams are uniquely
qualified to assess and identify potential
vulnerabilities. Based on that assessment,
we will then suggest the best approach to
mitigate against these scenarios.

SVATeam Composition

We have a team of trained SVA assessors
with experience on military, government,
and commercial facilities in high-threat
areasthroughoutthe world.Ourteam mem-
bers have experience in military, maritime
security, terminal and refining operations,
construction engineering, and logistics
activities.

Methodology

Step 1
Asset Characterization

Step 2
Threat Assessment

Step 3
Vulnerability Analysis

Step 4
Risk Assessment

Step 5
Countermeasures Analysis

Upon completion of the SVA, OSSI will
continue to assist the client with integrat-
ing new countermeasures into their overall
operational processes.



ment—__

Ssess

Background

Complete risk avoidance, while preferred,
is very rarely achievable. We simply cannot
establish operations within a bubble and
expect to function properly. It is even more
difficult when taking into account the com-
plex operations and unique locations of our
clients.

As such, facilities, personnel, and operations
are vulnerable to any number of threats, in-
cluding geo-political tensions, environmen-
tal hazards, criminal activity, and terrorism.
Today's business environment demands
that leaders have a clear understanding of
their operational environment and take the
necessary steps to minimize any damage
that might occur.

The practice of identifying physical vulner-
abilities is not new. Security managers have
long placed emphasis on facility physical
security while targeting perimeter security,
material/equipment pilferage, equipment
functionality, etc.

But vulnerabilities are not just confined to
the physical facilities and operational proc-
esses. With the increased reliance on au-
tomated equipment, IT professionals have
diligently worked to keep systems fully
operational and free from unauthorized ac-
cess. HSE professionals continue to strive to
foster safe work environments benefiting
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both their employees and the local com-
munities.

Given these numerous threats to compa-
nies today, the SVA methodology is focused
on bringing all stakeholders together and
forming a multidisciplinary team to identify
and assess the operational environment. In
general, this team identifies critical assets
(human, physical, intellectual property, etc),
assigns a rank to each based on the risk po-
tential verses consequences, and makes rec-
ommendations on how best to minimize
against these consequences.

Applications

At the most basic level, any good risk as-
sessment will attempt to minimize risk
through deterrence, detection, delay, and
response. The SVA takes these strategies
and looks to apply them in a way that best
utilizes the available resources.

The SVA is designed with a methodology
that can be tailored to numerous indus-
tries and specific segments within those
industries. With respect to the petroleum
and gas industry, OSSI can provide as-
sessments for marine terminal operations,
refineries, tank farms, pipelines, explora-
tory operations, transportation, and con-
struction.

7990807217

I

)

-



Assessment Team

Our assessment team consists of seasoned security and industry specialists.
The typical team will be composed of the following:

1. Team Leader - has a clear understand- 3. Safety Representative — fully knowl-

ing of the SVA approach and method-
ology with experience from performing
many assessments across a number of
industries.

. Security Specialist - fully knowledge-
able on proper facility security meth-
ods, systems, and procedures. Typical-
ly will have a military/anti-terrorism
background with unique knowledge
of terrorism, weapons, insurgency/
guerilla warfare, and countermeas-
ures. Able to utilize current industry
practices to decrease threat risks and
minimize damage.

edgeable on HSE requirements; includ-
ing process hazards, safety procedures,
methods, and systems.

. Design Engineer (Petroleum/Gas or

Construction) - provides insight and
guidance on the proper engineered de-
sign work incorporating the latest HSSE
procedures into new facilities or exist-
ing facility updates.

5. Cyber Security / Technology Specialist

(as required) — knowledgeable on cur-
rent cyber security practices and tech-
nologies.
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Quantitative Analysis

The importance of conducting a proper
SVA can be boiled down to its core — it
presents a clear and concise determi-
nation of the likelihood of an adversary
successfully exploiting a particular vulner-
ability, the impact of such an attack, and
the best methods for decreasing both an
attack’s success and impact.

It is a qualitative tool that presents to
the organization the necessary informa-
tion required to make key decisions. The
team-based approach takes into account
different experiences and skill-sets to
provide a detailed synopsis of areas re-
quiring additional emphasis. In doing so,
it makes recommendations for general
improvements across the facility/process
while more specific security measures
can be directed at those vulnerabilities
that, as a result of attack likelihood or
consequence, present the greatest needs.

Key steps of the SVA are:

1. Asset Characterization

a. Critical asset and infrastructure
identification

b. Current countermeasure evaluation

¢. Consequence impact evaluation

2. Threat Assessment
a. Adversary identification
b. Adversary characterization
c. Target attractiveness determination

3. Vulnerability Analysis
a. Scenario determination and
consequence evaluation
b. Existing security measures evaluation
c. Vulnerability identification and rating

4, Risk Assessment
a. Attack likelihood estimation
b. Risk evaluation and need
for additional countermeasures

5. Countermeasures Analysis
a. Countermeasure options
identification/evaluation
b. Countermeasure prioritization

The above methodology is a risk/per-
formance-based approach. It is also only
a snapshot in time and we recommend
continuous improvement built upon the
baseline assessment.
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“ABOUT US

Overseas Security & Strategic Information, Inc. (“OSSI”) is an international
security company. providing risk-mitigation;- intelligence, and physical security
services to-multinational Corporat/ons governmentsaidyorganizations and
private individuals. Operating-througheut-the world on security and logistics
projects fer over a decade, we offer a dynamic and responsive sectirity-partaet—
allowing eur-clients to best achieve-their objectives. To date, OSSI has served our
clients in 22-eeuntries across Asia, Africa,Squth America, North America, Europe

and theMiddle East.

International Experience

OSSI has provided security services glo-
bally since 2000. Throughout our years
of operation, our cadre of experienced,
culturally adept professionals have re-
fined and improved their techniques and
procedures to ensure that we provide the
most contemporary approach to operate
in any environment. We have built excep-
tional capabilities to operate in the Unit-
ed States, Middle East, South Asia, Africa
and South America, and have experience
in Europe and Asia. We believe in engag-
ing the local community to build regional
partnerships to augment our operational
capabilities and national connections.

Security Professionals

OSSI distinguishes itself from other secu-
rity providers by employing the highest
caliber security management personnel.
Our seasoned professionals are expe-
rienced, mature operators and have
generally worked with OSSI for multiple
years. Our people tend to be pragmatic,
low profile and responsive, and they
strive to facilitate our clients’ operations
in a calm and controlled manner. At the

same time, they have the experience,
operational knowledge and capability
to take control of the situation, should a
security incident occur.

Social Responsibility

OSSI prides itself on maintaining a
sensitive cultural awareness and Code
of Conduct to ensure that we reflect a
positive image on both OSSI and our
clients’ operations. Our personnel have
extensive experience working remotely
in a variety of foreign countries, collab-
orating and integrating with the local
community to facilitate our operations
in an appropriate and respectful man-
ner, while at all times remaining acutely
aware of regional security threats. OSSI
is a founding signatory of the Swiss
Government initiated International Code
of Conduct for Private Security Service
Providers and a member of the Interna-
tional Stability Operations Association.
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Overseas Security and Strategic Information, Inc.
PO Box 370488, Miami, FL 33137 USA
tel: +1 (305) 576-4288

WWW.0SSiinc.com




